IpodpuiaakTuka KuOepnpecTynJaeHuu

[loBcemecTHOE  BHEApPEHHWE W UCIIOJIB30BAaHUE  KOMITBIOTEPHBIX
UH(OPMAIMOHHBIX TEXHOJIOTUH, 0€3YCI0BHO, CO3aeT BOBMOKHOCTH JIj1s1 OoJiee
3(PEeKTUBHOTO Pa3BUTHS YKOHOMUKH, MOJUTHUKH, OOIIECTBA U TOCYJapCTBA B
neiaoM. OJHAKO COBEPIIEHCTBOBAHUE W MPUMEHEHUE BBICOKMX TEXHOJOTHH
IPUBOAUT HE TOJIBKO K YKPEIUICHHIO HWH()OPMAIMOHHOTO OOIIECTBA, HO H
MOSIBJICHUIO HOBBIX YyIPO3, OJHOM M3 KOTOPBIX SIBISETCS KOMIIbIOTEpHAS
PECTYITHOCTb.

OKCMOHEHIIMAIBHO  YBEJIIMYMBAIOUIMNCA TMOTOK  HHGOpMAIMU U
npeobnaganne 1MdpoBoil  MHGOpMAIMM B 00pa3oBaTENbHOM  cpeje
COBPEMEHHOM IIKOJIBI aKTyaJM3UPYIOT MpoOiaemMy mpoduIakTHKA HMUGPOBOIMA
0€30ITaCHOCTH COBPEMEHHBIX MIKOJIBHUKOB. Oco00€ MECTO B JaHHOM BOIIPOCE
NPUHAJICKUT NpodUIAKTUKE UUPPOBON  3aBUCUMOCTH  IIKOJIHHUKOB,
MOCKOJIbKY JIETH IPOBOJST B UHTEPHETE JTOBOJIBHO MHOTO BPEMEHU.

Kak #M3BECTHO, UHTEPHET HE TOJIBKO COJEPKUT MHOKECTBO IMOJIE3HOMN
uH(popMaIuu U MPEJOCTABISAET BHIOOP pa3BICUEHUI, HO U TaUT Maccy yrpos,
KOTOpbI€ MOTYT TOBJMITH W HA MaTepUajbHOE COCTOSIHUE CEMbH, U Ha
NICUXOJIOTUYECKOE 37I0POBbE JETEH.

Ha texymuii MOMEHT BO3pacT HWHTEPHET-TOJIb30BATENSI CHU3ZUIICS
HACTOJIBKO, YTO MOPOU MATUIIETHHUE MaJbIIIK 00panaloTcs ¢ KOMIBbIOTEPOM U
MOOMJIBHBIMU yCTpOMCTBaMH OoJjiee JIOBKO, 4ueM B3pocibie. [lomumo Bcex
U3BECTHBIX MOJIOKUTEIIbHBIX MOMEHTOB, UHTEPHET HECET B ceOE€ OMacHOCTb,
KOTOpasi MOXKET 3aTPOHYTh JaXe MOJIb30BaTEIe MIIAAIIETO JOIIKOJIHHOTO
BO3pacTa.

PaccMOTpuM OCHOBHBIE YTPO3bl, KOTOPBIM MOABEPracTCs MOJIOJIEKD B
COBPEMEHHOM KHOEPIPOCTPAHCTBRE.

1. BHUIIUHI

Buwiunz — OIWH W3 METOAOB MOIICHHUYECTBA C HCIOJb30BAHUEM
colaabHOM HMHKeHepuu. OH 3aKJII0YaeTcs B TOM, YTO 3JIOYMBIIIJICHHUKH,
UCIIOJb3Ys TeJIe(POHHYIO CBSI3b U BblJjaBasi ce0sl 32 COTPYIHUKOB OAHKOB (MJIU
IPaBOOXPAHUTENEH, YTO OCOOEHHO YacTO MPOUCXOJIUT B TMOCIEIHEE BpeMs),
10/ Pa3JIMYHBIMU MIPEAJIOTaMU BBISICHSIIOT Y OTEPIEBIINX CBEACHUS O HATUYUU
OaHKOBCKHX IIaTeXKHBIX KapTouek (nanee — BIIK), cpokax nx neiictus, CVV
(CVC)-konax, macmopTHBIX JaHHBIX, CMC-KOJIaX C IICJIbI0 XUINCHUS JCHEKHBIX
cpeactB. B psge chaydaeB  3JI0YMBIIIUIEHHMKAM U3BECTHBI  HEKOTOpPHIE
pexBu3nuthl BIIK, a Takke aHKeTHbIE HaHHBIC JIMIl, HA UMS KOTOPBIX OHH
SMUTHUPOBAHBI.

B OosbIIMHCTBE CilyyaeB MpPU COBEPIICHUH 3BOHKOB MMOTEPIIECBIIUM
IPECTYIMHUKU UCTIONB3YIOT [P-Tenedonunto, kKoTopas mo3BoJII€T MaCKUPOBATH
TeneOHHbIE HOMEpPA MOJ HOMEpa OeJOpYCCKUX OInepaTopoB cBsizu. Kpome
3TOr0, 3a4acTyl0 3JIOYMBIILICHHUKH HCIOJB3YIOT MecceHpkepbl Viber wu
WhatsApp, B  KOTOPBIX CYIIECTBYeT BO3MOXKHOCTh  HCITOJIb30BaHUS
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BUPTYaJIbHBIX HOMEPOB. Takke MPECTyNHUKU MACKUPYIOTCA O] JIOTOTUIIOM
y3HABa€MbIX O€OpYCCKUX OAaHKOB, BBOJS B 3a0JIyXKIEHHUE IMOTCHIIMATbHBIX
AKEPTB.

3110yMBIIIJICHHUKH 3BOHST )KEPTBE U OT UMEHH OAHKOBCKOTO COTPYIHHUKA
COOOIIAI0T, YTO HEOOXOJUMO OCYIIECTBUThH Kakue-nmuoo nerictBus ¢ bIIK, Tak
KaK KTO-TO JIMOO TMBITAETCS MOXUTUTH C HEE JICHEXKHBIE CPEICTBa, JMOO
opopMIIIET KPEauT, JUOO0 MPOU3BOAUT MOJO3PUTEIBbHYIO OIUIATY. 3aBIIaJICB
PEKBU3UTAMU KapThl, MPECTYIMHUKUA OCYIIECTBISIOT XHUIIECHHUE JIEHEKHBIX
CpPEeACTB ¢ 0AHKOBCKOI'O CUETa MOTEPIEBILIETO.

B nocnennee BpeMs Hanboliee akTyaiabHas cxema — NoOYKIEHHUE KEPTBBI
OTKPBITh KPEJUT. 3I0YMBIIIJIEHHUKHA COOOIIAIOT )KEPTBE O TOM, YTO IKOOBI KTO-
TO NOCTOPOHHUI MBITAETCSI OTKPBITh KPEIUT HA €€ UMS, U JJI €T0 JICAKTUBALIUU
HE0OXO0IUMO CaMOCTOSTEIIBHO 0OPAaTUTHCS B OAHK U OTKPBITh KPEUT, EPECIiaB
BIIOCJICJICTBUU PEKBU3UTHI CUETA.

2.  OUIIUHI

@Duwunz — BUJ WHTEPHET-MOIIICHHUYECTBA, IICJIBI0 KOTOPOTO SIBIIACTCS
MOJIyYEHHE JOCTyna K KOH(PUICHIHAIbHBIM JIaHHBIM TOJb30BaTENC —
JoruHaM M mapoyiiM. OUIIMHT MCHOJNB3YETCS MJIs MOJYyYEeHUS JOCTyna K
YUETHBIM 3aIIMCSIM TOJIb30BaTENIe CaMbIX Pa3IMUHBIX PECYPCOB, HO 3a4acTyIO
OH MPUMEHSIETCS JJIsl XUIIEHHS JAHHBIX IMOJb30BaTEIEH TOPrOBBIX OHJIAIH-
TUTOIIAIOK.

JIst 9TOro 3JIOYMBINUICHHUKH TTOJMEHSIIOT CTPaHUIly HCHOJb3yEeMOI0
KEPTBOW MHTEPHET-CEPBHUCA HA MOUIEHHUYECKYIO, KOTOPAsl BHEIIIHE SIBIISCTCS
JTBOMHUKOM opuruHaia. DuimmHroBas CTpaHUIla MOXKET UMETh CXOJACTBO C
pazueiMu cepBucamu: Kufar, bennoura, ciyx06o0it noctaBku, 6ankamu, EPUIIL
U T.1. B COOTBETCTBUU C 3TUM MOKET HCIOJIB30BaThCS Pa3HbIA MPEMJIOT s
nepexoja Ha CTpPaHHUIy MPECTYNMHUKOM (3a0paTh 3a4MCIICHHBIE UM JICHBIH,
NOATBEPJUTh TMOJY4YEHUE TMOCHUIKM Ha TOYTE WM B CIyXkO0€ JOCTaBKH,
MOATBEPJIUTh MPUEM CPEACTB Ha OJHOM M3 OAHKOBCKHUX CEPBHUCOB MU T.I.).
HeBHuMatenbHbIN UHTEPHET-TIOIB30BATEIh MOXKET M HE 3aMETUTh IOJIMEHBI,
TaKk Kak TOJO0OHbIE CTPAHMIBI BU3YAJIbHO CXOXU C oO(opmiieHHEM
OpUrMHaIbHBIX caiiToB. Korna nmosp3oBaTenb 3aX0AUT HA TaKyIO MOAAEIBHYIO
CTpaHUIlY ¥ BBOJUT JIOTUH U TIAPOJIb, OHU CTAHOBATCS JIOCTYITHBI MOIIICHHUKAM.

CToUT OTMETUTh, UYTO MPUMEHSIEMas 3JIOYMBIIUICHHUKAMU CXeMa
XUIIEHUI XapakTepHa He Toyibko Mg benapycu. CTonb K€ CUCTEMHO 3TH
MPECTYIUICHUS COBEPIIAIOTCS] B OTHOIICHUH TTOJIh30BaTENEH CXOKHUX PECYPCOB,
OpUEHTHPOBaHHBIX Ha WHbIe TocyaapcTBa CHI': Poccun (avito.ru), Ykpaunsi
(olx.ua), Kazaxcrana (olx.kz) u np.

3.  CBATHUHI

Ceéamunz — 3aBEAOMO JIOKHBIA BBI30B  NOJUIMH, aBAPUMHO-
CriacaTeNIbHBIX CIYkO0, myTeM (DaJIbIIMBBIX JIOKHBIX COOOIIEHHUI 00 OMacCHOCTH
(HampuMep, 0 MUHUPOBAHUU, YOUICTBAxX, 3aXBaTe 3aJI05KHUKOB).
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CBartvHr B IEPBYIO OUYEpEIb PACIPOCTPAHEH B CpEAE, /i€ JIFOAH, Yallle
BCEro MOJIOJIble, 0ObENUHSIOTCA MO KaKMM-TO 1ensaM. Hampumep, B oHnaiiH-
urpax. ¥ HHUX €CTb TEPMHH «BbI3BaTh MUJHULHMIO Ha JOM» — KOTJa Uil TOTO,
4TOOBl, K MpUMEpPY, JOCaAUTh OOHIYUKY, €My Ha JIOM BBI3bIBAIOT
IpaBOOXpaHUTENEH, MO0 COOOIIAI0T O MUHUPOBAHUH KaKOT0-IM00 00OBEKTA.

B mocnennue roapl cBaTUHT W3 3a0aBbl JOOWTENEH OHJAWH-UTD U
XaKepoB TMPEBPATUIICS B MACCOBOE SIBJIIEHHE M OOJBIIYI0 MpodieMy s
IPaBOOXPAHUTENBHBIX OPraHOB Pa3IMUHbIX cTpaH. OOILIEeCTBEHHAs! OMACHOCTh
TaKMX JI€IHUI COCTOUT B TOM, 4YTO 3aBEJIOMO HEIOCTOBEPHBIE CBEIICHHUS
JI€30PTaHU3YIOT HOPMAJIbHYIO pabOoTy OOBEKTOB TPAHCIIOPTA, MPEAIPUSITUH,
rOCYJapCTBEHHBIX OPraHOB M YUYPEXACHUH, OpraHu3alil HE3aBUCUMO OT
dbopmbl cOOCTBEHHOCTH. B CBOIO oudepenb, 3TO MPHUYMHSET CYIIECTBEHHBIN
SKOHOMHUYECKUM BpeJl Kak CyObeKTaM X034iCTBOBaHUS, TaK U rpaxkaaHam. [1pu
3TOM HH(OpPMALMS O BO3MOKHOM B3pbIBE, MOJKOIrE JIMOO MHBIX JEUCTBUSX,
IpEeIoiaraloInX TSKKUAE MOCIEACTBHS, CIIOCOOHA TOCEATh MAaHUKY CpPeau
HaceJIeHUs! U BHECTU HEYJ00CTBa B IOBCEAHEBHYIO KU3Hb.

CTOUT OTMETUTH, YTO OTBETCTBEHHOCTH 32 3TO MPECTYIJICHUE HACTYIAET
¢ 14 ner. Hakazanue — mwrpad, apect, orpaHiueHrue cBOOOIbI Ha CPOK A0 MATU
JeT WIM JIMIIEeHHe CBOOOABl HAa CpOK J0 ceMu JeT. Eciam peOeHky,
COOOIIMBILIEMY O JIO’)KHOM MUHHUPOBAHHMH, HE UCHOJHUIOCH 14 JeT, HacTymaeT
aMUHUCTpaTUBHAs OTBETCTBEHHOCTb POJUTENCH, a peOCHKa CTaBsT HA YUET B
MHCIIEKIIUIO T10 JIeJIaM HECOBEPUIEHHOJIETHUX.

4.  JTJAOC-araku

D0S — 370 araka Ha BHIYMCIUTEIIBHYIO CUCTEMY C LIEJIbIO JOBECTHU €€ /10
OTKa3a, TO €CTh CO3/IaHWE TAaKUX YCIOBUW, MPHU KOTOPBIX JAOOPOCOBECTHHIE
II0JIB30BATEIN CUCTEMBI HE MOTYT IOJYYUTh JOCTYN K IPEIOCTaBISEMbIM
CUCTEMHBIM pecypcam (cepBepam), TM00 ATOT JOCTYI 3aTpyiHEeH. B HacTosIee
Bpems DoS u DDoS-araku nonynspHsl TEM, 4TO TO3BOJISIOT TOBECTH JO OTKa3a
MIPAKTUYECKH JIFOOYIO CUCTEMY.

OOBIYHO aTaka OpPraHM3yeTcsl MNpPHU TOMOUIU TPOSHCKUX MPOrPAMM.
[IpenBapuTenbHO  TPOSIHBI ~ 3apakalOT  HEJAOCTATOYHO  3alUMLICHHBIE
KOMITBIOTEPHI OOBIUHBIX MOJIb30BATEIEH W MOTYT JOBOJBHO JOJITOE BpeMs
HUKAK ce0s He MPOSBIATh Ha 3apaKEHHOM KOMIIBIOTEPE, OKU1asi KOMaHbI OT
CBOETO XxO03siMHA. KOMIBIOTEP MOXKET IOJABEPTHYTHCA TAKOW aTake IMpH
MOCEUIEHUH PAa3IUYHbIX 3apaXKEHHBIX CANTOB, MPU IMOIYYEHHH 3JIEKTPOHHOU
NOYTHl WJIM MPU YCTAaHOBKE HEJMIIEH3MOHHOTO MPOrpaMMHOTO OOeCreUEHUsI.
Korna 310yMblINIEHHUK cOOMpaeTcsl HauaTh aTaky, OH JaeT KOMaHIy, U BCe
paHee 3apa)KEHHbIE KOMIBIOTEPbl HAYMHAIOT OJJHOBPEMEHHO CJIaTh 3aIPOChl Ha
CalT-)KEPTBY.

Hambonee wmaccoBas DoS-ataka B bemapycu Obuta mpowm3BencHa
AKCTPEMUCTCKUMH KaHaiamMu B 2021 roxy. 310yMbIIUIEHHUKH, HAMEPEHHO
yTranBas WHQOpMAIHIO 00 YroJIOBHOW OTBETCTBEHHOCTH 3a ydactue B DOS-
aTake, NPHUBJICKIM K YydacTuo B Hed Oomee 10 Teicsy rpaxaan
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(IpeuMyIIeCTBEHHO U3 Yucia MOJI0AekH ). [IpakTuueckn Bce yHaCTHUKHU 3TOTO
IPOTUBOINPABHOTO JACHCTBUSA ObLIN YCTAHOBJICHBI, 2 HAN0OJIeEe AKTUBHBIE U3 HUX
OBUIM MPUBJIEUYEHBI K YTOJOBHON OTBETCTBEHHOCTH.
5. TPYMUHI'

I'pymunz — 370 BXOXKJEHUE B3POCIIOTO YEJIOBEKA B IOBEPUE K PEOCHKY C
LIEJIBI0 CEKCYAIIBHOTO CAMOYIOBIIETBOPEHUS. 31I0YMBIIJIEHHUK JUCTAHITMOHHO
HAIIYMBIBAET CBS3b C PEOCHKOM 4Yepe3 COIUalIbHBIE CETH, MECCEHKEPHI,
OHJIAWH-WUTPBI, D3JEKTPOHHYIO TMOYTy. 3aTeéM MOXKET BBIHYAUTh peOeHKa
npuciath (Gororpaguu MHTUMHOTO XapakTepa, BOBJIEYh B HM3TOTOBIICHUE
MOPHOTPpAPUYECKUX MaTepUalioB, CKJIOHUTh K HMHTUMHON BCTpeue B

PEaTbHOCTH.
OT rpymMuHra OTIMYAIOT CEKCTUHI — 3TO MEPEChUIKA JIMYHBIX
dortorpaduii,  COOOIIEHUH  HHTUMHOTO  COJIEP)KAHUS  TOCPEICTBOM

COBPEMEHHBIX CPEJCTB CBA3U: COTOBBIX TEIE(HOHOB, SJIEKTPOHHOW MOUTHI,
COIMAIbHBIX MHTEPHET-CETEH.

[Topoii Mo BIMSTHUEM CHUTYyaIluy WM SMOIIMN, MOXET IMOKa3aThCs, YTO
nepeciaTth Takue (oTo — Xopolas ujes. Yaiiie Bcero mapHH U JIEBYIIKHU JI€JIaI0T
3TO (PIUPTYS, OAIABIINCH HACTOWYUBBIM YyrOBOPaM, MBITAICh Pa3Bledb CBOUX
npy3eH, 4ToObl MOJYy4YUTh MX MpHU3HAHUE (Yalle MepechbuliatoT 4yxkue (oto,
9TOOBI MOXBACTATHCA), UM YK€ TPOCTO OTOMCTUTH. DTa UJIEs, IPSIMO CKaXKEM,
HE OYEHb XOpOolIas: 3JIOYMBINUICHHUK MOXKET BOCIOJb30BaThCA TaKOM
JIOBEPYUBOCTHIO BO BPE/I.

6. KUBEPBYJIJIMHI

Kubepoynnune — TpaBis TOJb30BaTENsl Yepe3 BCE KaHAJbI CETEBOTO
OOIlIeHUs: COIMaJIbHbIE CEeTH, (DOPYMBI, YaThl, MecCeHKepbl. [IpoBoauTh
TPaBIl0 MOTYT KaK OJHOKJIACCHUKH, HWHTEPHET-IPY3bsi U T.A., TaKk U
COBEPILIEHHO MOCTOPOHHUE JIFOJIH.

Ota ¢dopma MCUXOJIOTHUECKOTO TEeppopa MOXKET MPUHUMATh pa3HbIE
o0mMuusi: OCKOpOJIeHWs 4epe3 JMYHBIE COOOIICHHWS, MyOauKamus |
pacrpocTpaHeHre KOH(UICHIIMAIbHON, MPOBOKAIIMOHHOW WHQOpMAIUu o
XKepTBe; (Qu3myeckas arpeccuss U Tak jganee. [lpuunHbl KUOEpOyJIMHTrA:
YyBCTBO MPEBOCXOJACTBA, 3aBUCTh, YYBCTBO MPEBOCXOJACTBA HAJl CONMEPHUKOM,
YyBCTBO COOCTBEHHOM HEIMOJIHOIEHHOCTH, CaMOpEaTU3aLIHS.

Ocobo criemyeT OTMETHTh CHOCOO BO3JEWUCTBHS  3alperieHHBIM
KOHTEHTOM. PeOGeHKy MOryT moKa3biBaTh MOpHOTrpadUyuecKre MaTepuabl,
HaHOCA yIIepO TCUXUKE, TaK KaK M300paKEHHOE CO BPEMEHEM IepeCTaHET
BOCIIPUHUMATHCSA PEOCHKOM KaK aMOPaJIbHOE TTOBEICHHUE.

VYrpo3a HOBOro BpEeMEHHM — TaK Ha3bIBaeMble Tpymnmbl cMepTu. U xots
0OBIYHO CO3AATEIIIMHU TAKUX TPYIIM SBIISIOTCS CaMH TTOAPOCTKH (IIEITh — «XaNT»,
KaXKIa OCTPHIX OITYIICHUM, )KEITaHUE TOMUHUPOBATH U YIIPABJISATh APYTHUMH), B
NoAOOHBIX TpyNmax co3/aercs OJaronpusiTCTBYIOmas arMmocdepa s
KYyJTbTUBUPOBAHUS CYUITUATHHBIX HAMEPEHUH.
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7. MOIIEHHUYECTBO B COILICETSX

B nHacTosiiee Bpemsi 0co00 aKTyallbHOM CTAaHOBUTCS MPOOJIeMa 3aIUThI
AKKayHTOB B COIMAJIbHBIX CETAX M MPOTHBOJCUCTBHS Pa3IUYHBIM (popMaM u
BUaM MOIlIleHHHYecTBa. Hanboiiee THOUYHBIE CIOCOOBI OOMaHa B COILICETAX
CETOJTHS TaKOBBHI:

Ilpeoonnama

3/I0yMBIIIJICHHUKA Pa3MENIaloT OOBSBICHUS O MPOAAKE KAKUX-JIHOO
TOBapOB MO OpPOCOBBIM II€HAM, HO JJIA €ro MOJIy4eHHs (SKOObI MOCPEACTBOM
MIOYTOBOM TIEPECHUIKA WU CIIYXKOBI JOCTaBKU) TpeOyeTcs MepedrclieHne
IpeaoIyiaThl WK 3a/laTKa Ha yKa3aHHBIE «IIPOJABIOM» OaHKOBCKYIO KapTy,
JIEKTPOHHBIN KoreneK. OOBIYHO TTOCIIE MePEUNCIICHUS 0KHIaeMbIid TOBAp TaK
U HE TIOCTYIIAET, a «IPOJaBeI» MePecTacT BRIXOAUTh Ha CBA3b.

Hlanmasic u évimocamenscmeo

B HekoTOpBIX ciaydasx 3JOYMBIINIEHHUKH MOTYT  yIpOXKaTh
pasrialieHueM pPa3jIuYHbBIX  KOMIIPOMETHUPYIOIMX CBEICHUM C  IIEJIBIO
BBIMOTATEJILCTBA.

CoumanbHble CETH — 3TO KJIa/Je3b IMEPCOHAIBHOW HWH(OpMAIUU O
yenoBeke. [lonydnB HECAaHKIIMOHUPOBAHHBIM JIOCTyH K CTpaHUIlaM B
COITMATBHBIX CETAX, MEPEIUCKE JICKTPOHHBIX TTOUTOBBIX SAITUKOB M O0JaYHBIM
aKKayHTaM ¥ 3aBlaJieB HM300pAKCHUSIMU, HE TMPEIHA3HAYCHHBIMH IS
nyOJUYHOTO  MPOCMOTPA, MPECTYMHUKH BCTYMAIOT B  TEPEMHUCKY C
TIOTEPIICBIINMHE, TPEOYS pa3HbIe ICHE)KHBIE CYMMBI M YIPOJKas B CTydae OTKa3a
pacpoCTPaHUTh UX B UHTEPHETE.

Onnain-uzpol

NugycTpust mpoOW3BOACTBA UTP ISl TIEPCOHAIBHBIX KOMIBIOTEPOB H
MOOWJIBHBIX TaJDKETOB JaBHO CTajo BBICOKOJOXOAHBIM OuszHecoM. He
yAUBUTEIBHO, YTO TOBBIIIEHHBIM BHHMAaHMEM OHa TOJB3yeTCs U Yy
MONICHHUKOB. [[€HHOCTh TYT MPECTaBISIOT W aKKAayHTHI TOJb30BaTeeH, K
KOTOPBIM HEpPENKO TmpuBsA3aHbl pekBU3UThl bBIIK mig mOKynmku UrpoBBIX
IIPEUMYIIECTB, U KOJUICKITMOHHBIC MPEIMEThI, KOTOPhIE HTPOKHU TaKXKe HEPEIKO
NpUOOPETAIOT 3a PeaibHbIC JICHBIU.

8. COBETHBI 110 BE3OITACHOCTH

Cy1iecTBEHHYIO 9acTh CBOCH JKM3HU COBPEMEHHBIC JIETH W TOJPOCTKU
IPOBOMAT B WHTEPHETE, a 3HAuYUT Oe3 0a30BBIX 3HAHWW B 001acTH
K1OepOe30MacHOCTH UM, KaK U B3pOCIBbIM, HE 000NTHCh. UeM paHbIlle HaYaTh
IIPUBUBATHh HaBBIKM 0€30MTACHOTO B3aUMOICHCTBHUS C BUPTYaJIbHON CPEIol, TeEM
poYHee OHM YCBOATCS. M cTaHyT TaKUMU e €CTECTBEHHBIMH, KaK MBIThE PYK.
Cosemoeamuvcs ¢ pooumenamu

Ecnu pebeHok XoueT 3aperucTpupoBaThCs Ha KAKOM-JIMOO0 caiiTe, co3aaTh
npod b B CONUATBLHON CETH W BBUIOKHUTH CBOM (hoTorpaduu, Jydiie mepen
3TUM TIOCOBETOBAThCS C POAUTENSIMH. B3pOCibiii 4eloBEK CMOXKET JIydlle
IPOAHAIM3UPOBATH CUTYAIMIO W TOHSATH, OMACEH JIM CAlT, a TaKkKe MOMOYb
BBIOpaTh CHUMKH, KOTOPbIE MOKHO BBUIOKHUTH Ha BCceoOIIIee 0003peHHE.
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Yemanoeums oucmanyuonnviit KOHmpo.op

OYHKIUSA  «POAMTEJBLCKOT0  KOHTPOJS» — O3TO0 W Kak
cnernuanuzupoBannoe 110, Tak u yciyru npoBaiijaepa, KOTOpPhIE BKIIOYACT B
ce0s cTaHAapTHHIN HA0Op QYHKIMI. A UMEHHO:

- OrpaHWYeHHUE BPEMEHHU HaXOXXJIEeHUS peOeHKa B CETH;

- OrpaHWYEHUE BPEMEHU IMOJIH30BAHMS KOMITBIOTEPOM;

- BO3MOXKHOCTH CO3JaHUsl Tpaduka C JOMYCTUMBIMH 4YacamMu palOOThI B
TEeUCHUE JTHS;

- OJIOKMpPOBKA CANTOB C 3aMPEIICHHBIM KOHTEHTOM,

- OrpaHMYEHUE Ha 3alyCK TMPUIIOKEHUH (HampuMep, UrP U HHBIX
IIPWIOKEHU) M YCTAaHOBKY HOBBIX IIPOTPaMM.

bepeuwv nuunvie oannvie

Jlacxke ecnmm peOEHOK JyMaeT, 4TO XOpOIIIO 3HAeT YeIOBEKa, C KOTOPBIM
oOIIlaeTcsi OHJAliH, HE HYKHO pAaCCKa3biBaTh MOJPOOHOCTH O cede U O
poautensx. Homep Tenedona, aapec, HoOMEp MIKOIBI U KJIacca, MECTO PabOTHI
poauTeneld M ux rpaduk, BpeMms, KOorja B KBapTUPE HET B3POCIBIX, a TAKKeE
JTaHHBIE U3 JOKYMEHTOB, HOMEpa 0AaHKOBCKUX KapT — TaKyr WH(POPMAIUIO HU
B KOEM CIIy4dae Hellb3s IepeaBaTh APYTUM JIOISIM.

He oenumuca ungopmayueii 0 3HaKomvlx

[IpaBumno, nmpuBeIEHHOE BHIIIE, PACIIPOCTPAHSICTCS M HA PYTUX JIFOACH.
He nyxHO paccka3biBaTh PO APY3€il U OJTHOKIACCHUKOB, COOOIIATh, I/I€ OHU
KUBYT W y4Yarcs, KakKue KpPYXKH TocemarT. Henp3s mokas3plBaTh HX
doTorpadun — HA BHIKJIAABIBATH UX B CBOMX MPOQPUISIX B COMMAIBHBIX CETAX,
HU TeM 0oJiee B YaCTHOM MEepeIHCKe.

Ecnm xoueTcs BRUTOXKUTH TPYIIIOBOE (POTO ¢ Ipa3JHUKA WIIA TPCHUPOBKH,
CHayaJla CTOUT OOCYIHUTh 3TO C TEeMH, KTO M300paxkeH Ha cHuMKe. W mydrie,
€CJIM OHM COOOIIAT POAUTENSAM, YTO Takoe (POTO MyOJIMKYETCS B MHTEPHETE.

Dunvmposamsv uHGopmayuio

Mo1ieHHUKHA aKTUBHO HCIIONB3YIOT HHTEPHET B CBOMX MHTepecax. OHH
MOTYT OOMaHBIBAaTh JIFOJACH M MaHHUITYJIMPOBATh MMH, JaBs Ha KaJOCTh WA
ctpax. [loaToMy Hamo0 HAy4YHTHhCS CKENTHYECKA OTHOCHUTBCS K JFOOOM
uH(dOpMaIY, pa3MEIIeHHOW B UHTEPHETE, U HE JOBEPSTH CIEMO BCEMY, UTO
TaM THUIITYT.

AnMuHucrpauuss MocKkoBCcKkoro paiiona r. bpecra
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OCTOPOJXHO!

MOIIEHHWKHN B UHTEPHETE

BULLIUHI

HE cnepyii nHcTpykumam
HE3HaKOMLIEB, NMO3BOHMBLLMM
C HEU3BECTHOrO HOMepa

HE coobuaii HenssecTHbIM
NMLAM CBOM NePCOHasbHble
JlaHHble

HE cosepiuait HUKakunx
LencTBUi Ha cMapTdoHe no
Npocb6e NOCTOPOHHUX JINL,

i

HE nepeBoau peHbru
HEe3HaKOMbIM NIOASM B
KayecTBe npeponnaThl

Coxpanu 3Ty MHGOPMALKIO ¥ MOAENNUCH C ZPYTHMMU
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OCTOPOJXHO!

MOIIEHHWKHN B UHTEPHETE

htpﬁf@v. 9

He Toponuck nepexoautb

MO CCbIsIKE, MONYYEHHOM
OT HE3HaKOML,A:

BO3MOXXHO, OHa BeJeT Ha w M LLI M H I
bULWINHrOBbIN CanT

htpp . I ‘= m— G

HE nonbayiics oTKpbITbIMU
Baii-paii-ceTamu B kade
WM Ha ynnue

He cnewm nepexoautb no DuMHroBas ccbiiika MOXeT
CCbifike: BBEAW aapec NPUWIATU B MecceHaepe, No
BPY4HYIO 3N1EKTPOHHOI NouTe, B

cMC-coobLLeHnn

Coxpanu 3Ty MHGOpPMaLMIO ¥ MOAENNUCH C APYTUMMU




BHUMAHMUE!

BE3OITACHOE MCITOJTIb3OBAHUE CQ]ICETEﬂ,
MECCEHI)XEPOB U 3JTIEKTPOHHOM ITIOYTHI!

a Led
Pasmeluarb nepcoHanbHyo @ earnpoBatb Ha
1 KOHTaKTHYO nncbMa ot
nHdopmaumio o cebe B Q Q HEM3BECTHOrO
OTKPbITOM JlOCTyne e oTnpasurens

Wcnonb3osatb OrtkpbiBath
yKa3saHue reonokaLmm * noao3puTenbHoe
Ha oo B nocrax OtBeuarb Ha arpeccuio 1 BNIOXKEHWE K nnucbMy
. ‘ 06UAHbIE BbIpaXeHMs
4 A

)Y Coxpanu 3Ty MHOPMALMIO U MOAENNCH C APYTUMMU
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BHUMAHNE!

SAILINTHU CBOIO

BAHKOBCKY1O KAPTY
HEJIb3A 546

Coobuwarb CVV-kopg unu

XpaHWUTb MUHKOA, BMECTe

c KapToi oTnpasnsTh ero ¢poTo
PacnpoctpansTb Coobuatb gaHHbIe,
JINYHbIE AaHHbIE, TOrUH MoNy4YeHHble B BUAE

¥ Naponb AoCTyna K SMS-coobLueHuni,
cucteme CeaHCcoBble Napony, KO,
«MHTEepHEeT-6aHKUHM aBTOpM3aLMK U T.A,.

Coxpanu 3Ty MHGOpPMaLMIO ¥ MOAENNUCH C APYTUMMU
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BHUMAHMNE!

HHUPPOBASA BE3OITACHOCTD

B MHTEPHETE
YCTAHOBUTE AHTUBWUPYC HA BCE %l‘

BALLW YCTPOUCTBA &

HE nepexopute no HE coobaiite ceon

CCbIIKaM M MMCbMaM OT NepCoOHabHble AaHHbIE
HEe3HaKOMLIEB, He 1 [aHHble 6aHKOBCKOWM
HaXXMMaMTe Ha KapPTUHKK 1 KapTbl

KHOMKK

HE ykasbiBaiite nn4Hyio

uHdpopmaumio B
OTKPbITbIX UCTOYHMKAX

QO

a B

il -
HE Bepbte obeLaHuam

BHE3aMHbIX BblVIprILIJEFI ,

| Coxpany 3Ty MHPOPMALMIO M MOAENNCH C APYTMMM

HE ucnonbayiite ognHakoBble
Maponn AN1s BCEX aKKayHTOB




@l  ATAKA HATOCOPTAHMSAIIANT

CTbl OTMEMAIOT ¥ UE
rOBbLIX ATAK HA HHbIE
E ALLMKU roCOPr AHUSALIUA!

IPUIRAGOIE CISJIEKTIPOHHBW I 0Y 10U

HE HAL10:

... OTKPbBIBATb BJIOXXEHUA
NOYTOBbIX COOBLLEHUIA
OT HEU3BECTHbIX
OTNPABUTEJIEN

... NEPEXOOUTDL MO
CCbIJIKAM. NOJIYHEHHDbIM
OT HEU3BECTHbIX

-.. XPAHUTBL U
NEPENABATDL B OTKPbLITOM
BULE BAMHbIE NAHHbIE
(BAAPXUBUPYUTE UX U
YCTAHOBUTE IMAPOJIb)

... MPU PETUCTPALIUUA
ALLUKA YKA3bIBATb
BUOIrPADOUYHECKUE

N AHHLIE. UCMOJIb30BATb
MPOCTLIE NMAPOJIU U
NnoBTOPAIOLLUECAH
CUMBOJIbI

HANQ:

.. N0AKJINYUTb
2-OAKTOPHYHO
AYTEHTUOUKALUIO

... PETYJIAPHO MEHATDb
NAPOJIb OT 3J1.NOYTHI

... UCNMOJIb30BATb
HECKOJIbKO MNOYTOBbIX
ALLUKOB NJ19 PA3HbIX
PECYPCOB (NEPENMUCKA.
PErUCTPALIUA. NEJIOBAA
NOYTA)

... UCIMOJIb30BATb
YHUKAJIbHbIE NMAPOJIU
1A PA3HbIX
UHTEPHET-PECYPCOB

... BBOOUTb
UWHDOPMALIUIO TOJILKO HA
SALLULLLEHHbIX CARTAX
(HTTPS)

BHUMAHMUE!
ENUHCTBEHHbLIA HANEMHbIA CMOCOE SALLUTDI
- 3T0 BALUA BAUTEJIbHOCTb!

[ NNABHOE YNPABJIEHUE N0 NPOTUBOAEUCTBUIO KUBEPTIPECTYITHOCTUA KM MBI BEJIAPYCHU
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KAK3ALUWTUTD NPEANPUATUE

OT KUBEPYTPO3

B 2048-2020 I'T NPEOANPUATUAM INMPUYUHEH
VILEPB HA CYMMY BOJIEE 2 MJTH. PYBJIER

OCHOBHBIE CXEMbI KUBEPNPECTYNHUKOB

';a'"" 0

NMopmena pexsn3nuTos %7-' —-‘?
ANA nepesoaa cpeacTs oo
Wudposanne 31D NpUMIIATRHIR CHEVD HODOABIYETCA § DuwmnKrosoe
KOMMepUueckon ANATERSMEE W FUNSUNHBX AEA0BLIX OTHOIZHUAX nUCLMo
wHpopmauun GenopyCcnol $upant i 1IPyOENMICO KONTPArEND), Ha MEXTPONNY0 NONTY
YaK2PH DOAYNEOT AOCTYR K KOBOPEaR AKTAERD KONIIKTHEYIOT 10 MNEKIPCamOil FPEXACHIA DPEIOIAT NV
ATNNBIM COEINATIUMN, DONTE. SAOFMBALINCHIAKH RORYNIOT RICTYT K CBIUNEHHEM-BPEASROCOM,
NPESPIRAILT WX B ONOMY W3 SUBIXOS, FUITEYORAK 8 DEPEMCXE.  (nocofinan NPEIPITITH LEHNSO
Gecovmacntnuni 1609 ULBOR0E KO3 ¥ KOMAINMIL KINECIETCA KDYIHIR (AEAKD, AR KOMBIHAA UNSOPMIUND B
W OCTARAROT NACHMAD ¢ (0 B3:A0M2%=0(0 email NPERPUATHS (veine e 6eCnone 1l na60P CHMBOR0R.
NPEATOXENALM PACWASPORITY APYTOl ANEKTPOsROR PONTH ¢ MAKCHMAMBHO

AINHME 13 AeHary DOROXMM AZPECOM) XIXEPEL EROMAINT Fr(BIA0), B

KOT0PON OT HMEHA KANFYA YRLACMAANT
BIPTHEPOB OO MINEHEAML DEXEATATOR A%R
PEPEROAA (PRACTS.

KAK SALLIUTUTDBCA OT KUBEPYIPO3
<t = cm =
@ =

ol

BOCHOASI0BATHCA PECYNAPHO BHNONKATS NOA3083TbCA HACTPORTS (MREAIDLHOL

YENYTAMH NPOPECCHONINGS pesepenoe AKTYANLHLMMA NPOTPIMNHOE obecneusne,

NO JAUPATE [IMHBIX KOMMPOBAHKE QIHKBX AHTREHPYLIVA GRoxupy@ee TapreTHposumLe
ATANA HA MR POPMILPONNDIE
cucTensl

[ NIABHOE YNPAB/IEHWE N0 NPOTHBOAEACTBI0 KHBEPMIPECTYNHOCTH KM MB/1 PB
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KaK He cTaTb *epTBOM KMbepnpecTynHUKa.

3ALLUTA BAHKOBCKON KAPTOYKMU

OcHoBHbIe npasuna MHd)OpMaI.IMOHHOﬁ 6e3onacHocTH no 3auuTte

6aHKOBCKOM KapTO4KM:

He pekoMeHayeTcsa

XpPaHUTb B TalnHe NH-Kog KapTbl

XpaHUTb NMH-Ko4 BMecTe
NpUKpbIBaTh J1a40HbIO =

C HapTOHHOM/Ha KapTo4Ke

KnaBuaTypy Npv BBoAe = :
NUH-KoAa ' .

A : N coobuate CVV-Kkog unu
odopMnATL / [ X y @ OTNpaBnATh ero ¢poTo
OTAENbHYI0 i S ——

KapTy AnA =t : . : pacnpocTpPaHATb INYHbIE

OHJaNH-MOKYMOK < — 2 ! \ DaHHble (HanpuMep
O p

OeHbIrv 3a4MCnNATbL > i  [acrnopTHble), NornH

TONbKO B pa3Mepe 1 NMapob OOoCTyna K cucteme

"UHTEepHeT-6aHKUHI"

@ coobLaTb AaHHbIe,
nosly4eHHble B Buge
SMS-coobLeHnit, ceaHcoBble
*** Kog aBTopM3auun,

npennonaraemoﬁ MNOKYMNKU

ncnonb3soeatk ycnyry 3-D Secure* n nuMuThl Ha
MaKCUManbHbIe CyMMbI OHNIaH-0Mnepauui

CKpbITb CVV-Koa**Ha KapTe (Tpex3HayHbI HoMep Ha
obpaTHOW CTOPOHE), NpeABapUTesIbHO COXPaHWB ero naponu

naponu 3-D Secure

noAknunTb yenyry "SMS-onoselyeHne”

X I § ® %

* Yenyea 3-D Secure - dna nodmaepiKdeHusn oHIalH-naamea deprameris KOPMOYKU 8303um ocobsiti Kod
(nony4aem e20 8 cMc-coobueHUU Ha mesiepoH).

**Kod CVV - nocnedHue 3 yugpel Homepa Ha obpamHol crmopoHe nnamerHol Kapmel cnpasa Ha besoll uHUU,
npedHasHa4veHHol dna nodnucu. Kod daem B03MOKHOCMb PACNOPAHAMBCLA CPeacmaamMu, HaXoo0AWUMUCA Ha cHemy,
Pu3UYHecKU He KoHmMaxkmupys ¢ Kapmod.

*** CeaHcosbIl Naposib - hpedocmas/isiemcs nNpu 8xode 8 UHMepHem-baHKUHe, delicmaumerieH fullb 8 meYeHue
00HO020 NIamerKHo20 ceaHca.

WNctounnk: MBI Benapycu. © MH¢orpa¢MHa




. |yyacTinmch CRyyAu

TENEDOHHOT 0 MOLIEHHUYECTBA!

MOLLIEHHHK WLHE BEDUTECh HA
MOXET HA C/IOBAN!

NMPEACTABUTBLCA: MOLLEHHUKA:
« CoTpyaHukom banka * Bawa kapTa
3a6A0KMpOBAHQ
COTPYAHMKOM CAYXO6blI
6e3onacHocTh GaHka « B OTHOLWIEHMHU BALLE
* COTPYAHUKOM GOAbHULLbI KapTsi APGANPHHUMAIOTCA
MOLUEHHUYECKHEe ASUCTBUA
« CoTpyAHHKOM
0 H GAQroTBOPUTEALHOM » Bawemy poACTBEHHUKY
OpPraHusaumm HY>XHQ NMOMOLLLb
AU A€YEHUE

* POACTBEHHUKOM
* BaM noAoXeHa oTcpoYka

U0 ST TIONPOCUTD: 10 KpeAWTY AW floCOBMIO

AQHHbIE KAPTb: MepeBecTH AEHBIU:

L. ol T~

* HOMep KapTbl e OTMHTEPHeT-6aHKA; .« Ha CNeUUAABbHBIN
. CVV/CVC-KOA o u3 SMS-coobuieHus CHeT UAU KapTYy,
* PIN-koa (AA5 BXOAQ B rA€ OHU GyAyT
* CPOK A€MCTBUS MHTEePHET-6aHK 1AM B 6e30NACHOCTH
KapTbl MOATBEPXKAEHMS
onepaumm)

- COOBLLANTE HUKOMY ACHHbIE KAPThI

- COOBOLLAUTE HUKOMY MAPOAU U KOAbI 3 SMS

- BbIMOAHAUTE AEUCTBUA C OAHKOBCKOM
KApTOMu No npocbbe TpeTbux AuL,




MOLLEHHWYECKASA CXEMA “YEJIOBEK MNOCEPEOWUHE":
SALUWUTUTE CBOIO 3JIEKTPOHHYO MNOYTY!

[WIABHOEYMRABNERNEMOmRonBONENETBI KisERMRECTYMHOCTI KM MBJI BEnAPYCH
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Kak He cTaTb *epTBOM KMbepnpecTyrnHuKa.

3ALLUTA BAHKOBCKOW KAPTbI

Haubonee pacnpocrpaHeHHble MeTofbl paboTsl

3N10yMbIWEHHUKOB

HE COOBLUAWUTE

BblMaHVBaHWe PeKBU3UTOB HUKOMY
| l 6aHKOBCKUX NNATEMHbIX
% HKapTc . B vHdopMauuio, pasMeLLieHHYIo
UCNoNb30BaHWEM , Ha Bawen 6aHKOBCKOM
B3NIOMaHHbIX aKKayHTOB < ; : NNaTemHoi KapTe (Ha obenx

3HaKOMbIX B s p ' CTOpOHax): HoMep, Aary, Kog

COLMaNLHLIX CeTAX B uvdposbie Unu byKeeHHbIe

KoAObl

B nacnopTHble AaHHbIe

JOKEMNOKYNATEND -

noA BMAOM NoKynartens

3N0YMBILNEHHUK CBA3LIBAETCA C NPOAABLIOM, \ EC/IVM BAM
npeanaraeT BHECTW 3anor nepea NOKyNKoi Tosapa, a AnA S\ noctynun
nNony4YeHnA OeHeXHoro nepesoaa NpeaocTaBnAeT emy COMHMTEanbM
CCbINKY Ha MOLUEHHUYECKUIA CalT, BU3YanbHO NOXOMUIA Ha 3BOHOK
oduUManbHbI CanT 6aHKa

. HeMeaANneHHo 3agepuure
0 pasrosop

BULLIUHI - npeacrasnanck no Tenedory

COTPYAHUKOM 6aHKa, 3N10YMbILNEHHWUK NbITAeTCA B obpaTnTeck B KOHTaKT-LEHTP

y3HaTb y AepKaTena KapTbl KOHGUAEHUMANbHYIO 6aHKa, BbinyCTUBLIEro KapTy
MHOPMaLMIo (ee PeKBU3UTLI, @ TaKKe HOMep NacnopTa, B cneayiite peKoMeHAaUVAM
NUYHBIA MAEHTUPUKAUMOHHBIA HOMEp, NOMUHbI, NAPoNMn, COTPYAHUKA BaHKa

CMC-koabl)

— )

[nA 3aWmThl AeHEXHbIX PaboTHuKK 6aHKa no TenedoHy He naeaiTe HUIKOMY CBOM
CPeACTB KNMEHTOB y 6aHKa  He AO0MKHbI CNpalnBaTh HU MOBUNBHBLI TENePOoH U

eCTb BCA HeobxoavMan PEeKBU3UTLI KapTbl, HU npeaynpeauTe 06 3TOM BalMX
nHpopMauma NacnopTHble AaHHble 6n13KmX, ocobeHHo aeTein u

vy NoXunoro sospacra

Wcrounuk: HaunoHanbHbi 6aHK Benapycu.
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BIHIHIMIRTHIM]E]

BEPEI'NTE CBOW AEHbIW!

YYACTUNCB CIYYAU XULLEHWA IEHET C BAHKOBCKMX KAPT-CHYETOB!

\\'II
A
F ]

oy

... H/ B KOEM Cnyyae
He nepexoauTe no
cebinke!

Ecnu Bam npuwino
coobLeHne B

... B KOTOPOM FOBOPUTCA,
yTo BaHKOBCKas kapTa

MO e 6riokmpoBaHa, 1
e Coa LR HesamennutensHo
I;peunaraemﬂ obpatLaiiTecs B
pasoriokpoBas €6, qny w6y GesonackocTi
nponas no CChIJIKe... "
Garel_

Pz

16510KVPOBKE

GaHkoBCKOW Kapiib

- HE mepexoguTe no I'lpl/lglgp@’ﬁﬁeHHOﬂ cebinke,
HVUKyLA He NepecbinanTe cBou n/a&lﬂ;;

- NpoBepbTE DanaHc CBOeN KapTbl B baHkoMmarTe,
MHJOKMOCKE, MO6I/IﬂbH()/I\/I'M(‘IM WHTEPHET-0aHKUHIE;
- 0bpatutech B cnyxby besonacHocTy baHka.

lnoBHOG ynpaBneHue NO’ NPOUBOGeUCTBUIO) KUubepnpecTynHOCTU
KPUMUHONLHOU MUAUUUY Mﬂﬁ Pecnybnuxu Benapyce



IABHBIE TPABIIA I_IM(DPUBUW I'MI'MEHIJI A NETEN

PMALID HESHAXOMLLY. Y], BODBUIE, B VHTEPHETE HE PASMEWIAN

CBENERF D CEBE Ul BENBE

CoseTyiica © POOYUTENAM, KAK 1P
ECIM CTONKHYNGH © YEM=TO HENDH;

Crapadica USseraT usnwm P
HESHAKOMEI JHONLMA B
M OHNATIH-NrPAX W COUCETAX,
| HE BLNONNAN BESOYMHD TO,
YT OHY NONPOCAT TEBA
GHENATS

HE PASBJIEYEHME, A NPECTYNJNEHHKE!

YroJIOBHAAl OTBETCTBEHHOCTb 3A KNBEPMPECTYNJIEHWA HACTYNAET:

C 14 NET o C 16 NET
) oo I
CTATbA 212 YK BENAPYCH __CTATbA 349 YK GENAPYCH

n ®OPMAL HAKI-\SblBAETCFI K Kot EPHOV ) / HAKABbIBAETCA
BI'IH b 110 J'II/ILIJEHVIH EBUBUﬂbI HA CPOK - ﬂVILLIEHMH CBUBU.[II:I HA CPOK

CTATbA 340 YK BEJIAPYCH CTATbAl 222 YK BEJIAPYCH

HAKASHIBAETCA BMAOTh 110 MMWEHMA MAATEXA B HAKA3bIBAETCA
4’ GBOBO/IbI HA CPOK B 11075 10 THLLEHHA CBOBON! HA CPOK
S Y
A 2

7 /

[
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BHUMAHWENONERALWNAICBALLIAHI»!

ADEPUCT MOXET A®EPUCT MOXET AM®EPUCT COOBLLIAET,
M03BOHWTD MO MoBoaY MPEACTABUTLCA YTO POACTBEHHUK
TOBAPA HA TOPT0BOW BAHKOBCKW/M PABOTHNKOM U XEPTBbI MOMAJ B BEQY
MOWALKE 1 BbIMAHUTb W EMY HYXXHA
MPEAJIOXWTL CAESIKY C KOH®WUAEHUWAJIbHBIE (MUHAHCOBAA MOMOLLLb
MPEONNATOW NAHHBIE

P G
g 6

BULLIMHI - cnocos MOLLEHHWYECTBA C MOMOLLbH TENEMOHA, KO 1A MOLLEHHMK oA
PA3JINYHBIM NPEAIOrOM MbITAETCA BbIMAHWTD MNEPCOHAJIbHYH0 UHOOPMALIKO XXEPTBbI
NNANOCNEOYHOLIEr0 XWLLEHWA AEHET C EE BAHKOBCKOI0 CHETA

- HAKOr 1A HE COOBLLIANTE - HALLEXKHO 3ALLLVLLIAVTE CBOK
HE3HAKOMOMY CBOW [IAHHBIE ([1BYXDAKTOPHAA
MEPCOHAJIbHBIE [1AHHBIE ABTOPU3ALIMA.

CMC-OMOBELLIEHWE , U T.0)
- HE TOPOIWTECD BbIMNOJIHATD

10,470 OT BAC MPOCUT

COBECEHK. MOLLEHHVIKM - B CJYHAE YTEP W KPAXW
0YEHb 30BPETATE/IbHbBI U KAPTbI 3ABJIOKWPYWTE EE 10
TENE®OHY W B BAHKE

YBEIUTEJIbHbI!

FYNKKMIMBIL RECTY.ENUKWBEINARY.Ch



BHAMAHNE! @E@&dﬁ&]ﬂ% WISE

YI'PO3A

JNA BNANENBLIEB WI-FI:

= SNIOYMBILNEHHWK MOXXET BHEAPUTD
BPEJIOHOCHLIE NPOrPAMMbI HA BAWE
YCTPOACTBO YEPES OTKPbLITOE
Wi-FI-COEAAUHEHKE

- BAlWl TPA®UK MOXKET EbiTb NEPEXBAYEH
SNOYMbBILLNEHHUKOM, BKIIIOYAR
NEPCOHAJbHLIE NAHHBIE, PEKBUSUTDI KAPT, U
T.A.

= BAW KOMNbIOTEP MOXET BbiTb NOAKNIOYEH K
BOT-CETW, OCYLLECTBNAIOWERA DDOS-ATAKW,
YTO MOXKET NOBJIEYL YIONOBHY!O
OTBETCTBEHHOCTb

b

[FIABHOERYNPABJIEHWE{NO[NPOTVBOAEACTBUIO]KUBEPRTIPECTYTHOCTY
KPUMWUHATIEHON[MUIULIMNIMBAPECTTY,BIINKU]BETARY.Ch

- BBOAWUMbBIE BAMW NEPCOHANBHbIE IAHHBIE
MOryT BbiTb NEPEXBAYEHBI XAKEPOM
(NNATEXXHAR UHDOPMALIUA, PEBUSUTDI,
KOHTAKTbI HA TENE®OHE, NAPONIN)

= 3NI0YMBILWNEHHUK MOXXET NONYYUTL
ROCTYN K BAWWM NEPCOHAJNbHLIM AAHHLIM,
®0TO-BUAED, XPAHALUNMCA HA YCTPOACTBE,
uT.A.

= 3N0YMBILWNEHHWUK MOXKET B3JIOMATD BALUK
NPOrPAMMbI X COUWANDBHbIE CETH,
COBEPWARA SATEM PASNINYHLIE AEACTBUA OT
BALWIEr0 UMEHW

b
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gyromopbie,
Jajciumaen,

o e RIS LIVINEI V1T
e EHEUHUMEIOEME
10/1b30BOMbCA

1§ K ot WA I
FAABHBIE _ bmmephere NPOBUNLHO!
MPABUAA T CRURTLCH oYL o o

NOPOBOW =
A MERD fia o peaer
' " aapec U TeAedpoH
3AOYMBILLAEHHUK MOXET BCTPETUTb
1e65 C HeAOGPbIMU HOMEPEHUAMM

BASM AMYHbIO Adrl-lué
omllr(m 7
biX COMTAX

MHdbopmaumein MOryT 3aBACAETL U —=g B .
BOCTOAb30BATLCA HEAODPOXEAQTEAU e 1 > ﬂffj

X v,
DEENISREENIOMEIBIHENDABMAHOE NOBEAEHWE
B RICIOHEICINORERIPVHECTV OOABLLION BPEA.

\

KPYrnoCcyTOYHbIN
MUHWCTEPCTBO BHVTPEHHMK AEN €AUNHbIN
PECNYBNUKM BENAPYCh Homep < 102



" Ton-8 IPASHbIX CHeM ) (snrmmr

3BOHOK 13 BAHKA

it npeacT cot cnyx6bl
6esonacHocTH 6aHKa W yBepseT: «C Bawei KapTbl KTO-TO “
XOTeN NOXUTUTb fieHbrM, A1 OTMEHbI OMepaLui Ha3oBuTe
CBOM [laHHbIe». Bbimanus CBefleHnA, MOLWEeHHUK BbIBOJUT CO CYeTa BCe
Cpe/ACTBa U Mcyesaer.

KaK He nonacTbeA? CKaxuTe, 4T0 Bbl HE KNHEHT 3TOTO yupexAeHHs
(maxe ecnu 310 Tak). ECnu Ha Toif CTOPOHE MrHOBEHHO Nepeknioyar Ha
«CneyManwucrta u3 sawero 6aHKa» - 3T0 TOYHO MOLIEHHUYECTBO.

1nu npocTo nonoxuTe Tpy6Ky i Nepe3soHuTe B 6aHK camu. Tonbko
HoMmep ) He BO a Ha caiite.

CBOP [AEHET HA NEYEHWE

MOWEHHUKM B COLCETSX CO3AAKT rpynny Akobbl ¢
uenbio c6opa CPeACTB Ha NeyeHue TAXENOGONLHOTO. |
[eHbru npefckasyemo 3a6upaiot cebe.

Kak He nonacTbca? 3anpocuTe y agMuHMCTpaTopa
FPYnMbl CAPaBKM, AOKYMEHTbI, APYrHe AOMOMHUTENbHbIE CBEAEHHSA.

NUCbMO OT [IPYTA
[PecTyNHWK B3NaMbIBAET YyXKHE COLICETH M paccbinaet
APY3bM NOb30BaTENs COOBLIEHUA ¢ NPOCbGOf COPOCUTL
AEHer W1 OTNPaBUTb OTKPOBEHHbIE QUTO, MoweHHUK 3apaHee usyyaer

WHTEPHET-
MOLUEHHHHOB

KEpTBbI M
KWW CTUAL NUCbMA.
Kak He nonactbca? Mo3BOHUTE APYry W YTOUHU-
Te, AeﬁCTBMTEﬂbHO 114 OH BaMm NUwer.
ECu HET BO3MOXHOCTH NO3BOHUTS - HANWWUTE
B AIPYroM MeCCEH/Xepe.

[ELLEBbIE BELLW

Bop co3paer B oif ceTy (vawe -8

noxo-

- [ &
JAHATOMN NOKYNATENb
Yenosek aKTUBHO WHTEPECYETCA TOBAPOM Ha TOProBoit
nnoujaake (Tom e «Kygape») U npocuT M6 OTNPaBUTL No-
CbIAIKY KYPbEPOM (TAXENO HECTH C NOYTHI/HE MOXET OTAYYMTBCA C PaBoTbl),
uBo NPAMO Cefiyac NPUHATL NPEAONNATY Ha KapTy. CAeaoM B nepenmeky
NIETUT IMWMHIOBAR CChINKA, T3 HYXKHO YKa3aTb JJaHHbIE KaPTOUKH.
Kak He nonactbca? OTKaXMTeCh OT Takux GOPM ONNaThl/AOCTaBKMN.
He 8BOAWTE AaHHbIE KapTbl (0COBEHHO - CPOK AeiicTBHS 1 CVV-koa)

Ha caiiTax, kyaa no or
He cornawaiitech yXoAuTh C TOProBOil NAOWAAKH U NPOAOAKATH
B Apyrom

 «BKOHTaKTe») CTPaHULYy AKOBbI MHTEPHET-MarasuHa ¢

NOA03PUTENbHO HUIKUMM LieHamu. KOrAa KepTea BHOCUT Npeao-
nnaty uam nept BCIO C TOBapa, T0 Of A B
«4EPHOM CMIUCKe» U BONbLIE HE MOXET CBA3ATLCA C NPOAABLOM.

Kak He nonactbca? Ha CTpaHuue HailauTe pekBM3MTbI NPOAABLaA
(kak MuHuMym, YHI], KOTOpbIA AOMKEH YKa3bIBATbCA 06A3aTeNbHO) U
npoBepbTe X Ha caiite kartoteka.by, nouwiuTe oT3biBbI Yepes noucko-
BUK.

HacrausaiiTe Ha 0TNpPaBKe C HANOXEHHLIM NAATEXOM (Onnata npu

NONYYeHH).
APEH/IA KBAPTUP

BLICTABMB HU3KYIO LEHy 33 apEHAY KBapTUPbI, MOWEH- (bl
HUK XZET OTKNUKOB. B nepenucke ysepser: uxTepec 6omb-
WOiA, 4TO6bI OCTaBUTL GPOHB - BHecUTe npejonnarty. [anbie
ABa nyTu: unu 6pocaeT (eKoByio CTPaHULY W CPasy KPajeT BBEAEH-
Hble aHHbIE KapThl, AW AAET peanbHble PEKBU3UTLI CBOBTO NAACTUKA
(ycbinnseT 6auTENbHOCTS). Bo BTOPOM CAyyae 6yabTe roTOBbI NOAYYHTL
COO6LLEHME 06 OTMEHE C/LeNKH C U3BMHEHUAMM U NPOCLBO NpucnaTth
MH(OPMaLMIO O cyeTe AKO6bI ANA BO3BPaTa CPEACTB.

Kak He nonacTbca? HactauBaiiTe Ha NMYHOI BCTpeue ANns nepeaa-
4K IeHer MO/ PACMCKy.

Eule oaHa NpocTan nposepka - NonpocuTL : hanblum-
Bble «apeHjoAaTenu» Noj pa3HbiMu npeanoramu W36eraiT X1BbIX pas-
TOBOPOB.

PO3bIrPbILLIK U NNOTEPEW (=0TAAM [JAPOM)

Ha nouTy AW B NMYKY NPUXOAAT nucbMa Bpoge «Bbi [
CAenany penocT U Bblurpany npuals. Nu KTo-To Ha caii-
Te-6apaxonke o6elaeT 0TAATb apOM AOPOTOi rajKer.
Cnefom - yC0BMS NONYYEHNA: HAJo YKA3aTh NACNOPTHbIE AaHHbIE 1 33-
NNATHTb 33 JOCTABKY (CTPaxoBKy).

Kak He nonacTbcA? He nepexojuTe Hi No KakuM CCbiNKaM U3 NUCh-
Ma (gaxe ecnu OHM AKOGbI BEAYT K pesynbTaram urpet). Yepes nowuc-
KOBUK Y3HaliTe, AEHCTBUTENbHO 1 PO3bITPbILW 6biN NPOBEAEH, ECTb N
Apyrue npuaepbl.

MHE TO/IbKO NO3BOHUTb

Yenosek NpoCHT Ba Teled)oH CPOYHO NOIBOHUTL KOMY-
O, NOTOMY KaK Y Hero cen akkymynsTop. Monyuus Mo6unb-
Hbli, 6bicTpO Ha Hero
npunoxeHue. Kak TonbKko Bbl pewnTe BOWTH B MHTEDHET-GAHKWH, BOP
nepenuwer AaHHble M ONYCTOWMT CYET AW NPAMO B IMYHOM KaBuHeTe
BO3bMET KpeAuT.

Kax He nonactbca? Jlyyie BOBCE He AaBaThb CBOH CMapTHOH KoMy-
T0. Wnn HabupaiiTe HoMep camu U GnokwpyiiTe aKpaH, koraa Gyaete
nepeaasaTh rafxkeT AN Pasrosopa.

HHTepHeT-NpecTynneHun CTaHoBUTCA Gonbiue

OuwmHr

(GnoBapb )

DanblumBbIii caiT

970 NOAAENbHbIE COOBLLEHNSA-CCbINKM BPogAe «Bam nocTynun ge-
HEXHbI/ NepeBOoA», KOTOPbIE NPUXOAAT Ha SNEKTPOHHYIO NOYTY (Yale),

yepe3 CMC unu mecceHpxepbl.

Ecnv npocTo oTkpoeTe (MpoyTeTe) COOBLYEHNE - HUYErD CTPALIHO-
ro. Ho Kak TonbKO nepeijere no 3apaXeHHo! CCbiNKe BHYTPU NUCbMA
MW BBEAETE TaM NepCOHanbHyio MHHOPMaLMIO - MOLLEHHUKW nonyyat
AOCTYN K AAHHBIM Ha KOMMbloTepe unu TenepoHe. M He cOCTaBUT Tpy-
Al 3aXBaTUTb BalUW CTPAHUYKN B COLICETAX, YKPACTb PEKBU3UTbI 6aH-

KOBCKMX KapT.

MEPEXOAUTb NO CCbIJIKAM U3 NOAO3PUTENbHBIX MNATEX-

HbIX MUCEM HENb3A
BuwmHr

370 NpUeM, KOra MOLIEHHUKM BbIBEAbIBAIOT J10-
TMHbI/MapOoNV Yepes 3BOHOK N0 TeneQoHy. Y3HaB HyX-
Hble JaHHbIe, NPECTYNHUKM CHUMAIOT C KapTbl A€HbIY

W MCcyes3aroT HaBcerga.

Ecnu noctopoHHuii npocut CVV-koa - oH 100% xoveT ony-

CTOLINTb BalU CYeT.

CPA3Y KJIAQWTE TPYBKY, EC/IN 3BOHALLMIA NMPOCUT
JIOTUH/MAPOJb OT UHTEPHET-BAHKWHIA WA JAHHbIE U3

CcMmC

MHorocakTopHas (ABYxaTanHas) ayTeHTUMKaLus

370 AONONHUTENbHAA 3awwuTa. TO Xe camoe, YTO BTOPOil
3aMOK Ha fiBepu, KN4 OT KOTOPOro HaxoAUTCA B ApYroii CBA3-

Ke.

Ecnu Bbl BKAtouUTE ee (BO BKnagkax «HacTpoitkuy, «KoH-
(GUAEHUNANBHOCTbY), TO NPUNOXKEHNE BYAET NPOCUTL HE OAUH

naponb, a AiBa (U Aaxe 6onblue).

BX0A B aKKayHT CTaHET AO0MbLUE, HO HA CErOfHs 3TO camast
pa6otatowas 3awuTa - yéepexer ot 99% pacnpocTpaHeHHbIX [

artak.

BKJTIOYUTE MHOTO3TAMNHYIO AYTEHTUGUKALLAIO

KOB.
MapKepbl:

Haanuch «He 3awmueHoy;

9T0 WMHTEPHET-CTPaHuULa, noBTopsaolas ohopM-
neHue HacToswel. BoT TONbKO AaHHble, KOTOpble Bbl
BBOAMTE HA Heil, WAYT NPAMUKOM B PYKM MOWEHHW- | EynbTE BHUMATENBHBI

Bu3ayanbHO 3aMeTUTb NOAMEHY COXHO, HO eCTb XapaKTepHble
- 3aMOYeK cnesa OT aAPeCHOI CTPOKN He 3aMKHYT Uiu ecTb

- 9NEeKTPOHHbIA ajpec HEeHACTOAWMA WAn 6yKBbI B HEM

nepenytaHbl (bel-post.by BMecTo belpost.by, bealrusbank.by Bme-

cTo belarushank.by).

BHUMATE/IbHO CMOTPUTE HA AJIPECHYIO CTPOKY CAWTA

YaaneHHblit gocTyn

Cvv

mnoan asm

€ Bbiaobbi 1 COOGLEHMA

Coain sapano s owera

MoLeHHUKN NpoCAT ycTaHoBUTb M3 Google Play unu App Store
npunoxeue (yawe scero - AnyDesk unu TeamViewer, Ho ecTb 1 Apy-
TME) U C ero NOMOLLbBI NOMYYaT AOCTYN K YYXKOMY
rapxety. OHnM CMOryT yBuAeTb W 3anucatb BCe N0-
rMHbI/Naponn/KoAbl, KOTOPbIE Bbl BBOAUTE B COL|CE-
TAX, UHTEPHET-6aHKuHre.

OTKAXXWUTECb, ECNIM HE3HAKOMEL, MPOCUT

BAC YCTAHOBUTb KAKOE-JIUBO NPUJIOXEHUE

Mepeson cootuonmi

icodo/ZwGyi

Poyuars cepomeinie ccobuenns

J e p—

OuMETUTL WETOpIO CooSuieiut

3awmTa oT NULIHNX 3BOHKOB

OTKpoiiTe «Baitbep» Ha TenedoHe, BoiauTe B pas-
©  nen «Ewe» (NpaBblit HUXHWIA yron) u BbIGEpUTE BKNAA-
Ky «HacTpoiiku». HaxmuTe Ha «Bbl30BbI 1 COOBLLEHMUSA»
1 aKTUBMPYIATe NYHKT «3awyuTa OT NULHUX 3BOHKOBY.
© Ecnu Takoii cTpoUKM HeT - 06HoBUTE «Baiibep».

Tenepb Bbl He GyAeTe Nony4aTb 3BOHKU OT HEU3-
BECTHbIX KOHTAaKTOB (OHW aBTOMATUYECKY MoMyyar no-
METKY «NPONYyLEHHbIR»).

AKTUBUPYWTE 3ALUUTY OT JIMILHWUX 3BOHKOB
CEBE W BJIU3KUM
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OULLAHT: KAK SALLIWILIWTD
CBOW BAHKOBCKWI CYET

HUKOI A HE MNEPEXOOWTE MO0 HESHAKOMbIM CCbUIKAM,

NPUCNIAHHbIM BAM B MECCEH>KEPAX, 10 3J1.INOYTE, B SMS-COOBLLLEEHAN

[pu3HaKku ABHOro
MOLIEeHHNYeCTBa

MoTeHuanbHbIi nokynaren Baluero
TOBapa NPeANaraet nepeiiTit B MeCCeHKep,
0TKa3bIBaACb 06LLATBCA HENOCPEACTBEHHO
Ha TOproBoii nnowazKe.

Hantonee KpynHble NNOLLAAKH ANA 3aLLIHTbI (BOHX
N0Mb30BaTeNeil OrpaHKYHBAKT QYHKLIMI OTNPaBKH CCHINOK

/‘

Heu3BecTHbIil B MecceHkepe
MPHUCbINAET CCbINKY A
Nepexoia Ha MHTepHeT-CailT
Nog NPEANOroM KOHTPONA KapT-CyeTa,
npocmoTpa 6anaHca unu npoBepKu
COCTOAHMA ONNaTbl,

He3HakomeL npegnaraer nepepars emy
NO/IHble JaHHble BaLueil 6aHKOBCKOI
KapTbl, BKAt0Yas CVV-Kog nubo noruH

1 Naponib OT BalLlero UHTEPHET-OaHKIHra,

SB-BY

(© COBMECTHAA UHDOOIPAGUKA: e

[NABHOE YIPABJIEHVE 110 MPOTUBOLENCTBIO KIUBEPMIPECTYMHOCTY KM MBLL PECTIYBJIKM BEJTAPYCh




